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Complexity & Cascading Impacts

Natural _ Hybrid Crisis _ Social
Threats Threats

Ll

Hybrid Crisis Complex Hybrid Crisis

Crises

Technological ©

obrid Cris @ Biological
Threats - yoria CrisIs >

Threats

Dennis Parker, D & Tapsell, 5. {1995) "Hazard transformation and hazard management issues in the London megacity,” in Geodoumal, 37 (3) pp. 313-328



Where to begin?
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A Disaster Continuum

Continuum Parameters: o Number of people impacted
o Degree of involvement of population in the affected social space

More

o Amount of disruption by the collective disturbance on the population

Less

Disaster

Widespread or near complete
disruption of all social processes

Widespread destruction of
Infrastructure (building stock,
telecom & social support networks)

Affects; systems underlying
Biological Survival, Order, Meaning
& Motivation

Overwhelms Crisis Management
capabilities

Emergency

* Focalised disruption interferes
with specific social processes

» Disruption to specific persons (by
chance, role or relationship)

* Notable time lapse between
event and resolution.

* No disruption/destruction to
overall social structure or social
system processes but local
impacts possible.

Accident

 Disruption of specific interest
groups , victims and/or
affiliates

* No disruption to wider
society

* No disruption to societal
infrastructure



Cascading Impacts

Infrastructure

Essential
Services

Factories &
Workshops

Hospitals &
Emergency
Facilities

Incident

Residential
Stock

People
(Families)

Direct
Damage

Power & water treatment

plants, cables (hard &
fibre), telecom towers.

Building collapse, loss
of means of operation
(machinery)

Reduced medical & first
response capability

Property damage & loss
of domiciles

Injuries (physical,
mental & emotional)
and deaths

Created
Hazards

Gas leaks,
fires, water
contamination

Release of
toxics, related
accidents

Gas leaks,
fires, release of
toxic medical
materials

Secondary
Impacts

Food production &
storage impacts, public
health

Increased risk to
health & public
safety

Reduced rescue &

emergency medical
services, emotional
well-being

Loss of shelter,
emotional well-being

Injuries (physical,
mental & emotional)
and deaths linked to
secondary hazards

Systemic Effects

Disrupted banking,
communications &
related systems

Reduced (ceased)
production &
supply of goods

Disrupted medical
services, increased
morbidity

Temporary
homelessness,
increased burden on
Family & Communities

Long term
Impacts

Loss of employment,
mortgage foreclosures,
economic downturn

Loss of family &
personal wealth, and
lifestyle plus changes in
demography

Homes & residential
areas abandoned,
family & wider social
dislocation

Derived from: Menoni, S. (2001) “Chains of damages and failures in a metropolitan environment: some observations on the Kobe earthquake in 1995,” in the Journal of Hazardous Materials, 86, pp 101-119.



A Planning Frame for Complex Emergencies

Frequent

Frequency of Event

(or resulting disturbance)

Rare

Preparedness Needs

General

Specific

General Emergency Planning

Ensure availability of standard
personnel & equipment with
sufficient capacity

Specific Emergency Planning

Ensure availability of high-
level personnel & equipment
with sufficient capacity

General Emergency Planning

Ensure availability of standard
personnel & equipment for
rapid response

Specific Emergency Planning

Ensure availability of high-
level personnel & equipment
for rapid response

Low

Extreme

Severity of Event

Days

Time available
to respond

(Should an event
occur)

Minutes

Barnes & Mooney (2015) BNH CRC - Derived from Brauner, C. (2001) Preparedness: Basics of Business Continuity Planning, Swiss RE., Zurich



Interoperability has been defined as ...

“the ability of disparate and diverse public safety agencies and their
emergency response units to interact in emergency situations towards
common goals, involving the sharing of information and knowledge between
involved organizations and the public via defined or ad-hoc processes to
achieve coordinated actions, by means of the exchange of data between their

respective information and communication systems”

Kuehn, A., Kaschewsky, M., Kappeler, A., Spichiger, A., Ried, R. (2011) Interoperability and information brokers in public safety: an approach toward seamless
emergency communications. Journal of Theoretical and Applied Electronic Commerce Research, 6 (1), pp 43-60.




Interoperability Continuum (Department of Homeland Security 2015)

Individual Agencies Informal Key Multi-Discipline
Working Coordination Staff Collaboration
Independently Between Agencies on a Regular Basis

National Incident

Standard LR Joint SOPs Joint SOPs Reglonal Management
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ELEMENTS  Files Applications Applications

VOICE Swap
ELEMENTS Radios

Gateway Shared Channels

General Single Agen
Orientation on Tabletop Ex:
Equipment and for Key Fiel
Applications

Planned Events Emergency

Incidents

High Degree of Leadership, Planning, and Collaboration Among Areas with
Commitment to and Investment in the Sustainability of Systems and Documentation
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Examples of broader usage of the term include:

* Interoperability put simply, is a measure of the degree to which various
organizations or individuals are able to operate together to achieve a

common goal. @
* Operational interoperability is the ability to work together effectively.

Specifically, it is the ability of different jurisdictions or disciplines to
provide services to and accept services from other jurisdictions or
disciplines, and to use those services to operate more effectively
together at an emergency.”®

* The capability of organisations or discrete parts of the same
organisation to exchange operational information and to use it to
inform their decision making. Interoperability must be
considered for incidents and events in the same service and across
different services where working to a common purpose within a
unified framework with a common command culture is critical to
success. This can be at the local, regional or national level. ¢

A: Hura, M. et al. (2000) Interoperablllty A Contmumg Challenge in Coalition Air Operations, Rand Monograph Report, <
aD RO 0] RA

R WWW.rana R R d K
B: Pessemier, W. (2005) TOP PRIORITY A Flre Serv:ce Gu:de to Interoperable Communications, Internatlonal Association of Fire Chiefs through a sponsorship from Nextel

Communications <http://www.in.gov/ipsc/files/Fire_InteropHandbook,3.05.pdf>

C: Cole, J. (2010) Interoperability in a Crisis 2 (Human Factors and Organisational Processes), Occasional Paper, Royal United Services Institute:

mmmmmmmmﬂmmmm_zw referencmg Nahonal Pollcmg Improvement Agency Gmdance on Multi-Agency Interoperability’ (Wyboston:

Specialist Operations Centre, 2009), <http://ww




A General - agency - Coordination Model

Agencies No Coordination
e Regime Ineffective
Enforcement | Respoq;e
) (competition
Health | Barriers among agencies)
: » Communication
Fire | | ——

: — Leadership Pl;nning and
mergency esponse
Qi | —_— Cultural

| Legal and
Emergency Structural
Management Effective
2 Response
Other Agencies | (coordination
Coordination among agencies)

Regime
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%N.?E Strom, K.J. and Eyerman, J. (2008a) Interagency Coordination: A Case Study of the 2005 London Train Bombings. National Institute of Justice Journal, 260, pp. 1-9




2012: Joint Emergency Services Interoperability Principles
Programme (JESIP)

The key objectives of the Programme were to:
e Establish joint interoperability principles and ways of working
(Joint Doctrine: The Interoperability Framework)

* Develop greater understanding of roles, responsibilities and capabilities
amongst tri-service responders

 |Improve communication, information sharing and mobilisation procedures
between services including their control rooms

 Implement a training strategy for all levels of command

 |Implement a joint testing and exercising strategy for all levels of command
to ensure lessons identified progress into learning and procedural change.




Overarching response structure (esip)
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Strategic Coordinating Group (SCG)

v,

Tactical Coordinating Group (TCG)

o

Ambulance
Other
Responders

]

[

* Sets strategic direction

* Coordinator responder
agencies

* Prioritise scarce resources
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* Interprets strategic
direction

|
|
| + Coordinates activities &
|

assets in area of operations
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Results of a UK first responder survey
(Joint Emergency Services Interoperability Principles Programme (JESIP) 2013)

Lack of joint training

Lack of technic

Lack

Unwillingness &

Lack of common terminclosy

Lack of time
Lack of desire to work together
Organisational cultural barriers
Pace of change
Lack of support from Senior Commanders

Lack of support from front line resources

026 20%6 20%s S0%s 80% 100%6
m Major impact B Minor impact B No real impact B Don™t know

AUSTRALIAN ESILIENCE Joint Emergency Services Interoperability Programme (JESIP). (2013) Joint Doctrine: The Interoperability Framework. Accessed November 3, 2014 <
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What has changed .....

»

From

Threats Specific

Departmental tasks »

Adhoc Assessment »

Responsibilities

Re-action

Fit-for-Purpose
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»

»
D

To

All Hazards Scenarios linked to
(Tasks & Capabilities)

Whole-of-institution
(Joined up thinking)

Systematic Impact assessment
(Vulnerabilities)

Functional requirements
(Continuity & Recovery)

Pro-action
(Anticipation of impacts & collaboration needs)

Flexibility



(Some) Challenges of Emergency Response Coordination

High uncertainty
regarding sudden
and unexpected
effects

Incomplete
consideration of
disaster risk-
reduction needs

Severe resource
shortages

Uncertainty about
scale of impacts and
damage

Complexity of multi-
authority incidents

* Real-time monitoring and timely alert notification for situation awareness

* Improvisation and rapid adaptation of predefined plans to real-time
events

* Periodic evaluation and update on existing coordination practices

* Threat, vulnerability, and risk assessment and countermeasures
* Risk-sharing policies among other response agencies
* Operational sustainability management

* Logistic management and resource-sharing network across local, national,
and international levels
* Self-equipped response teams

* Coordination agreements: governmental, public, and private sectors
across local, national, and international boundaries

* Efficiency of information, intelligence, and resource-sharing networks

 Efficiency and effectiveness of integrated communication networks to
inform, guide, and reassure the general public

* Unified response command protocols for coordination
* Real-time management of authority and regulatory conflict
* Communication operability and interoperability

Barnes P (2015) Candidate interoperability needs amongst response and recovery groups, Bushfire and Natural Hazards CRC, Australia - Derived from Chen, R., Sharman, R., Raghav Rao, H. and Shambhu J. Upadhyaya,
S.J. (2008) Coordination in Emergency Response Management (Developing a framework to analyze coordination patterns occurring in the emergency response life cycle). Communications Of The ACM, 51(5), pp. 66-73



A Capability — Outcomes Continuum

Effective application

Capabilities

mapped against of releygpt ‘
expected and capabilities, aligned
potential ﬁ to specific activities,
emergency combining to deliver
events agreed outcomes

across the State

A

4 N

Capability: Fast-water Rescue Activities
Enablers @ ¢ People (Recruitment) ,’,
(Inputs to Capability) ¢ Training /-~ Activities
e Equipment »
. qp ......... I \\: . Outcomes
>, Activities

\ Activities /

Assets, equipment and infrastructure (as ‘enablers’)
may be accounted for in mapping Capability Needs
against activities (across a PPRR continuum) to
better provide assurance of delivery of state-wide
emergency management outcomes.

ISK & Barnes P (2015) Candidate interoperability needs amongst response and recovery groups, Bushfire and Natural Hazards CRC, Australia
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Aligned Interoperability (First Responders)

First Response
(Lead Agencies)

Emergency

e
STRATEGIC PROGRAM

PoLCY s Barnes P (2015) Candidate interoperability needs amongst response and recovery groups, Bushfire and Natural Hazards CRC, Australia.



Vertically Integrated Capabilities (Al Agencies Focus)

® Tertiary Engagement
Q (Generalised levels of support)

4 )

Interdependent Secondary Engagement

Supporting © @ (Support [Govt Agencies] in State
Relationships S Coordination Centres - including
cross-agency activities & NGO’s)

4 I
Q% First Responder
(Direct Action /Lead Agencies)

N Y,

Emergency Space

Defined by:

® Area

e [mpacttypes & Severity

e Communities & infrastructure
systems disrupted

"

AAUS'ISRAI.FI)ANI EIESS|§I:‘I(ENCE
UL PROGRAM

INSTITUTE

Barnes P (2015) Candidate interoperability needs amongst response and recovery groups, Bushfire and Natural Hazards CRC, Australia.



Questions to consider.1

* Are dependencies within levels of responder groups considered and
understood - are they horizontally integrated?

 Have Communication - Leadership - Cultural differences - Legal and
Structural differences been examined and mapped? If not, what
assumptions might be significant?

 What interdependencies exist between different (vertical) agencies?
Do any such relationships impact an all-agencies ability to deliver the
required response and recovery effect over time?

 Does emergency response planning assume that different scales of
response with rapidly cascading impacts just require more units of
capability?

Barnes P (2015) Candidate interoperability needs amongst response and recovery groups, Bushfire and Natural Hazards CRC, Australia.



Questions to consider.2

 Does emergency response and recovery planning assume that all
required relationships among agencies are known - or that all agencies
that might be involved in a protracted or unusual emergency response
and recovery effort are known?

* Are legislative structures aligned — within horizontal layers and
vertically? Have legal impediments been tested for different scales of
coordination against different types and scales of events?

When faced with a complex crisis, how does your agency operate
effectively (cooperate and collaborate) with others? Is engagement any
different in an event thought to be less complex?

Barnes P (2015) Candidate interoperability needs amongst response and recovery groups, Bushfire and Natural Hazards CRC, Australia.
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